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This Open Space piece discusses the implementation of a chatbot for victim-survivors who are
subjected to domestic abuse. Being deployed as part of the ISEDA project (Innovative Solutions
to Eliminate Domestic Abuse), a Horizon Europe project involving 15 partners from nine European
countries, the chatbot will aim to provide women who are subjected to domestic abuse with
information about domestic abuse, local support services, links to emergency services and
potentially act as a place to store evidence that can be used in court. We discuss the ethical
considerations surrounding the implementation of the chatbot within the project, and use of
technology to support women within the domestic abuse sector in general. We highlight some
of the positives alongside pitfalls of this way of working, and outline some of the considerations
surrounding longevity of the chatbot in light of empowering under-funded women'’s services.

Keywords technology « chatbot « domestic abuse « ethical considerations
Key messages

e Taking a critical approach when developing digital interventions to support
victim-survivors is essential to ensure safe and ethical tools are produced.

e Chatbot developers should be cognisant of existing research, interventions,
suggestions, and learn from best practice.
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The use of mobile-based technology to support victim-survivors who are subjected
to domestic abuse is becoming more prevalent, with the 24/7 availability and ease
of use reported as positives. This thought-piece discusses the potential of a chatbot
to support women who are subjected to domestic abuse. It argues that although
technology may be useful for victim-survivors it should not take the place of the
expertise provided by support services.

The authors are part of the Innovative Solutions to Eliminate Domestic Abuse
(ISEDA) project alongside 15 partners from nine European Countries. ISEDA is a
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Horizon Europe project which aims to tackle and eliminate domestic abuse using
multi-sector expertise via modern technological tools and practices. One of the key
tools to be deployed by the project is a chatbot for victim-survivors who are subjected
to domestic abuse. Chatbots are a type of artificial intelligence (Al) with which users
can engage to find answers to questions (Tzelios et al, 2022), and are defined as ‘A
computer program designed to simulate conversation with a human user, usually over
the internet’ (Oxtord University Press,nd). The chatbot will provide victim-survivors
with information about domestic abuse and legislation in their country, alongside
information on how to report to police, should they wish to. It will be informed and
developed by those working in the area of gender-based violence and technology.
Though chatbots have come under some criticism, tools which have the potential
to support those working with victim-survivors (and victim-survivors themselves)
should be tested and considered.

ISEDA and chatbot development

It is envisaged that victim-survivors will use the chatbot to seek help and find support
and information. It is also hoped the chatbot will have the capability to store and
record evidence to be used in court (whether this occurs and the types of evidence
collected would be dependent on individual countries and their legislative practices).
The project is overseen by an ethics board, which works to ensure privacy, safety and
security around use of the chatbot. The ethics around its use is ongoing (through
the life of the project).

Digital interventions (rather than other sources of support such as helplines)
may be preferred by some victim-survivors. For example, they may be looking for
information if they are unsure whether their experience constitutes domestic abuse
before deciding whether to speak to someone. Research by Storer et al (2022) suggests
people find it easier to maintain confidentiality and/or remain anonymous when
using digital interventions versus disclosing to a person.A chatbot would be available
to victim-survivors 24/7,and potentially easier to access than support services, which
may have specific opening times.

The ISEDA chatbot is designed to be used across Europe. Primarily, it will give
women access to supportive technology in countries where services are not always
commonplace, for example, countries where women’s services lack consistent
funding, or where police training on domestic abuse is sporadic. The support
provided to women via the chatbot will include information about domestic
abuse and local support services, legislation, and their rights within the country
within which they reside, in addition to (with victim-survivors’ permission)
the storage of evidence. The initial pilot of the chatbot will be implemented in
Bulgaria, Catalonia and Greece, and if successful, rolled out within other European
countries in the future.

Here, we ask whether technology (such as the chatbot) should be integrated within
women’s services as a complementary tool available to support victim-survivors, and
explore whether this can be done without adding to the workload of the already
under-funded and overworked domestic abuse sector. We also highlight ethical issues
surrounding the use of technology within the development of the chatbot specifically,
and in the field of domestic abuse more broadly, and consider how these issues can

be addressed.
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Positives and pitfalls of existing technological interventions

Existing literature highlights that technology can be a useful tool to support women
who are subjected to to domestic abuse. Technological interventions may reduce
barriers and be experienced as more private, less intimidating and mean victim-
survivors feel less judged (Lucas et al, 2014; Glass et al, 2017; Storer et al, 2022).

As relevant to the ISEDA project, research has shown that people may feel more
able to disclose sensitive information to a computer-generated avatar than an actual
person (Lucas et al, 2014; Pickard et al,2016; Bae Brandtzag et al,2021; Park and Lee,
2021).Technology also has the bonus of being more readily available than in-person
support services, meaning that victim-survivors can use it in ways that meet their
needs (such as choosing when and where to access), which is particularly positive for
those who feel more isolated (Tarzia et al, 2017; Emezue et al, 2022). Research has
also highlighted that technological tools are particularly suited to young people due
to technology often being the preferred way of communicating for this demographic
(Tarzia et al, 2017; Park and Lee, 2021; Storer et al, 2022). For example, Piccolo and
Alani’s, 2020 research with 11-17 year olds in the UK found that 82 per cent liked
the idea of a chatbot for tackling online abuse, and it would be their chosen source
of help beyond their families if they were to experience abuse. In Koulouri, Macredie
and Olakitan’s 2022 research exploring the acceptability of chatbots to support young
adults’ mental health, only 5 per cent had sought help from a helpline, compared
to 12 per cent from a mental health app. Storer et al (2022) also found that digital
technology can help to minimise barriers for young people in relation to seeking
support from domestic abuse organisations. Digital interventions such as chatbots may
also provide a level of privacy that speaking out loud or attending support in-person
does not, which is likely to be particularly important for victim-survivors who could
be overheard by the perpetrator.

Alongside the positives of technology, there are downfalls. When victim-survivors
are accessing technology, safety and security should be paramount to ensure that they
are not put at more risk (Eisenhut et al, 2020). Examples of when they do not feel
safe include fear of being tracked by the perpetrator, personal data not being secure
and private, and concerns that they will not be able to delete data off their device
(Xu et al, 2021; Afrouz, 2023; Sabri et al, 2023).

The accessibility of technology should also be considered, such as whether
some victim-survivors may not have access to it, for example, due to socio-
economic constraints, and whether minoritised groups such as neurodiverse, deaf,
older survivors, and survivors who struggle with literacy are able to access digital
technologies in their current forms (see Emezue et al, 2022; Sabri et al, 2023; Sumra
et al, 2023). Other research suggests that technology such as chatbots are unable to
emulate ‘real” human characteristics, such as empathy, reading of body language, or
make eye-contact (Storer et al, 2022), with suggestions made that rather than replacing
human contact, they can be used as a pathway to help people access these services
(Tarzia et al, 2017; Xu et al, 2021). When considering the technology itself, there
is also the possibility that it is not suitably maintained, such as information being
outdated and with broken hyperlinks; problems which were found by Brignone and
Edleson (2019) during their evaluation of existing domestic abuse applications. It is
critical that the current project works to mitigate these potential pitfalls by learning
from existing research in the area.
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Ethical issues relating to chatbot development

As part of our work with ISEDA, we spoke with the developers and facilitators of
FollowltApp, a mobile app designed to support victim-survivors who have been
subjected to stalking in Scotland. Developed by the Media Co-op alongside the
Scottish Women’s Rights Centre (SWRC) and Rape Crisis Scotland (RCS), the
app was originally released as a pilot in 2018 via women’s services across Scotland
such as RCS and Scottish Women'’s Aid, before being updated to enable centralised
delivery through the SWRC.The creators worked collaboratively with the police,
solicitors, women’s organisations and survivors in its creation, to develop functions
such as the recording of details of stalking incidents (including photos and videos,
the location of the incident, what happened, and if there were any witnesses). During
wider discussion with the FollowItApp developers and facilitators, consideration of
the ethical issues of developing technological tools was deemed essential.

Westmarland et al (2013) highlighted that many apps assume that a victim-survivor
has private access to their phone, which may not be the case, with research finding
that perpetrators use technology to abuse victim-survivors (Afrouz, 2023). With the
development of new technology such as the chatbot, there needs to be safeguards in
place in order to mitigate malicious dual reporting by perpetrators (see also Brooks-
Hay and Kyle, 2015), and also to prevent them from accessing data input by victim-
survivors which could be used to further control them. One recommendation is
that security measures should be set up within apps that can distinguish between a
victim-survivor using an app, and a perpetrator. This could be, for example, based on
keystroke or contextual cues (see Freed et al, 2018). Freed et al also illustrate further
security mechanisms, such as the app having a quick exit button, and data being
deleted if the password is entered incorrectly. Brignone and Edleson (2019) highlight
similar, in that apps should have passwords, hidden areas and the option to disable
push-notifications. Location services are used by many existing apps in order to, for
example, find local support services for women. However, this function can also be
used maliciously by perpetrators to track victim-survivors (Brignone and Edleson,
2019; Draughon-Moret et al, 2022) and chatbot developers should be cognisant of
how this could jeopardise women’s safety.

Women may be more likely to reach out for support when they feel most unsafe.
The chatbot therefore should be programmed in such a way that it is able to quickly
identify if a woman needs immediate assistance (such as police or ambulance) and
be able to guide them to seek this support. This is an area that will need detailed
consideration — in the case of face-to-face support, it is perhaps simpler (though not
always easy by any means) to ascertain how safe somebody is, by asking appropriate
questions, listening to tone of voice and picking up on body language. A chatbot,
however, will need to be programmed to establish, quickly, a woman’s perception of
her level of safety. If a woman is determined to be in immediate danger, the chatbot
will not be a suitable tool to be used. Currently, text is being developed to direct
users to call emergency services in this situation. Whatever the solution, the woman’s
safety should be the first and foremost consideration.

In order to most successtully support women who have been subjected to domestic
abuse, the chatbot needs to be trauma-informed, both in terms of language used, and
imagery; particularly as research suggests that some existing chatbots are insensitive
and inaccurate (Park and Lee, 2021). Current research highlights the importance
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of empathy being shown within digital technologies, alongside language being
reaffirming, validating, sensitive, non-judgemental, positive and friendly (Tarzia et
al, 2017; Park and Lee, 2020; O’Campo et al, 2021; Sabri et al, 2023). At the same
time, language should not normalise dangerous behaviours (O’Campo et al, 2021),
that is,a chatbot should enable victim-survivors to feel listened to and reassured, but
without the language being used giving the impression that the abusive behaviours
they are describing or being subjected to are normal/acceptable. The language should
also be accessible. Developing the chatbot in conjunction with professionals from
women’s services, those who work in the area of gender-based violence and alongside
victim-survivors themselves will help to ensure that the chatbot is fit-for-purpose
in this regard.

Platform and data ownership and funding

A key area to be considered when developing the chatbot is who will own/
host, fund and update the platform, to ensure that the chatbot continues to be
maintained sufficiently.

The issue of ownership of the chatbot is one that needs to be carefully considered.
As is shown within existing research, women have concerns over the security and
privacy of their data when using technology (Sumra et al, 2023). Who owns the
platform is likely to influence the level of trust that a victim-survivor feels when using
it to access support or to store sensitive information. For the FollowltApp, Media
Co-op, a not-for-profit feminist co-operative, who work in an ethical, sustainable
and collaborative way, own the intellectual property of the app. However, victim-
survivors who use the app own and control their own data. For the ISEDA project,
it is vital therefore that data ownership is carefully considered and communicated to
users of the chatbot so that they can make an informed decision about whether and
how they wish to use it.

Currently, within the ISEDA project, funding is available for the setup of a pilot
chatbot. It is, however, unclear about what will happen to the tool when the project
ceases in terms of continued funding. The owners of the FollowItApp submit frequent
funding applications due to the app needing to be updated on a regular basis, and it
is envisaged that the ISEDA chatbot will require similar, if not more regular, updates.
There is also the question of who has the capacity, experience and knowledge to own
and update the platform, going forward. For the pilot, there is input from practitioners
working with victim-survivors and perpetrators, police, academics and technology
experts, which ensures rounded and informed input.When the chatbot pilot is deployed,
victim-survivors will form an integral part of this by providing feedback on early versions.
Following project completion, ideally this level of expertise will continue, though
funding constraints are unlikely to allow this.To that end, a dilemma ensues. Women’s
services are equipped with the knowledge around gender-based violence and trauma,
work closely with victim-survivors and have the ability to design sensitive resources
and messaging. They are, however, under-funded and already working at capacity, in
addition to potentially lacking the technological expertise needed in order to update
and maintain a chatbot (there will of course be individuals working in these services
who do possess this knowledge, but it is not women’ services’ area of expertise). On
the other hand, technology companies possess the technological expertise needed to
develop and update the chatbot, but may not have gender-based violence knowledge.
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‘While chatbot setup is currently funded by European Union (EU) funding, who should
take responsibility moving forwards? Is it the EU’s responsibility to continue to fund
what they have initiated? Should funds be provided to third-sector/non-governmental
women’s organisations so that they can be empowered to take ownership and control
of technology that they use? These are difficult questions to answer, and questions that
require a collaborative response from all sectors involved with ISEDA. Our current
position is that women’s services in Bulgaria, Greece and Catalonia should be provided
with funds to recruit more staff in order to manage the chatbot and work collaboratively
with technology experts to provide a joined-up, sustainable service. This funding should
not be at the expense, however, of continuing to provide funds to women’s services to
cover costs for the existing vital work they undertake.

Evaluation of the chatbot

The purpose of an evaluation is to help to identify criteria for successes and challenges,
lessons learned, areas for improvement, and new goals (Zarinpoush, 2006) as well
as to understand the progress, success, and effectiveness of a project (Zarinpoush,
2006). In order that digital technologies continue to serve their purpose, it has been
suggested that evaluation should be built into an app itself (Westmarland et al, 2013),
as well as consideration being given as to how apps can be used in harmful ways.
When discussing chatbots, Xu et al (2021) state that they should be reviewed, quality
checked and evaluated regularly.

The chatbot developed for ISEDA needs to be evaluated in the pilot stage of
this project to ensure that it is fit-for-purpose. To do so, groups of victim-survivors,
professionals from third-sector/non-governmental women’s organisations and police
will be asked to participate in this initial evaluation. Evaluation questions for each
group have been developed to assess the technological elements of the chatbot,
how well it meets the needs of domestic abuse survivors and the extent to which
victim-survivors feel safe while using/as a result of using the chatbot. The findings
from these questions will be actioned to develop the chatbot further. The evaluation
will be led by the authors of this article, supported by members of the pilot sites in
Bulgaria, Greece and Catalonia in conjunction with the chatbot creators. Further to
this, ongoing evaluation of the chatbot is key to ensure it remains up-to-date, accurate,
trauma-informed and is technologically sound.

Conclusion

With the increase in reliance on technology within society, it is sensible that its use
should be reflected upon within the domestic abuse support sector. Technology
enables many women who are subjected to domestic abuse more convenient ways
of accessing support, anonymity and potentially the confidence to be more open
than when speaking to a person face-to-face. However, it is also prone to glitches,
out-of-date information, possible issues with data security and the potential of it
being abused by perpetrators. The chatbot currently being developed by ISEDA
aims to give more women across several European countries access to information
about domestic abuse support services in their local area and assist them to make
a report to the police if they choose to. It is currently not clear, however, once the
tool is developed, who will host and update this platform, and how it will be funded
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in future years. There is an argument for specialist third-sector/non-governmental
women’s organisations to integrate the chatbot within their existing services and
manage its deployment going forward. However, the women’s sector lack funding
and are overworked, meaning doing so without a stringent plan would increase their
workload to unsustainable levels. We recommend that to support chatbot longevity,
the women’s sector is allocated funds to take the chatbot forward, by being able to
recruit/work alongside more staft (including those with technology expertise) to
continue to provide a trauma-informed, sensitive tool to support women.These funds,
should not, however, take away vital funding from women’s services in general, who
provide much-needed support to diverse groups of women, including those who
do not use or have access to technology for various reasons. Whatever decisions are
made in relation to hosting and providing the chatbot service, it is imperative that the
tool is hosted and deployed within all countries in an ethical way, with the safety of
women at the forefront of all decisions. We look forward to grappling with the issues
outlined in this thought-piece as we progress within the ISEDA project.
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